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This discussion document highlights a requirement within the current specification for an explicit mechanism to identify the execution domain of an application. This document also highlights two possible means of meeting these requirements.

Verification of Applications in general

Generally when an application is verified in a browser for example, no significance is placed on the RPK that was used in the verification process as there are no capabilities associated with a given RPK. Therefore the number of certification paths does not matter.
Our Requirements in MExE

However in MExE, the current specification relies on a unique certification path from the application to the RPK to determine which domain the application is supposed to execute. Therefore in MExE we cannot allow for multiple certification paths. The current specification enforces this by prohibiting the sharing of any PK between any of the security domains. However it has been pointed out that it is impossible to enforce this prohibition of sharing of PKs between domains as required by the specification (section 8.4.1). The result will be that when a signed application arrives on the terminal there could be some ambiguity on which certificate should be used to extract the PK to verify the application.

In summary, we require a method to assign applications to the correct security domain unambiguously. There are two methods this could be done:

1. Identify uniquely the certificate that is to be used to verify the signature on a given certificate. The resulting certification path would be unique and will lead to only one RPK and hence the corresponding execution domain.

2. Identify the execution domain explicitly within the certificate.
Uniquely identifying a certification path

This issue is not unique to MExE, since ETSI has already worked to overcome this problem. They have mandated the "Signing Certificate Attribute" defined in RFC 2634 (section 5) in their specification ETSI TS 101 733 "Electronic Signature Formats"  (section 8.8.1). What this essentially involves is the inclusion of the hash value (of the whole certificate) of the certificate that is to be used to verify the signature . This is achieved by using the ESSCertID defined in RFC 2634. Alternatively, the Issuer and the Serial Number fields within the AKI (Authority Key Identifier) extension can be used. Together, these two fields identify a certificate uniquely. These two solutions provide an unambiguous reference to a certificate immediately above the certificate to be verified.
Uniquely identifying the execution domain within a certificate

Another possible solution is to use certificate extensions to identifying explicitly the execution domain itself. A similar approach is taken in the Draft WAP Sign Content specification where extensions are used within the certificate to explicitly identify the sign content type. The relevant sections (section 8.2) of this specification were enclosed in an LS from the WAPF to MExE at Whistler (T2 010179). For more information please also refer to the presentation from RSA Security from Whistler (T2 010034).

Other Benefits

If the certificate carries explicit information on which domain it is valid, certification path becomes independent of the execution domain and multiple certification paths are no longer a problem. This will enable the sharing of PKs (including RPK if the second method is used) between different security domains easing the demand on resources on the device.
The Way Ahead
Given that there is more than one potential solution, it is important that we standardise the most efficient and applicable solution for MExE. I would like to encourage you to consider any other options other than what has been mentioned above so that a full discussion together with an agreed position can be reached in the next meeting.
